HNuadopmamuoHHasA MaMATKA JJIA 00YJIaIOIIUXCS
00 nHPOPMAITNOHHOU 0€30MacCHOCTH AeTen

C KaXKIpIM TOZIOM MOJIO/IEXKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, 8 ITKOJIBHUKH OJTHU U3
caMbIX aKTUBHBIX T0JIb30BaTesiell PyHera. Mexy TeM, IOMHMO OTPOMHOTO KOJIUYECTBa
BO3MOXKHOCTeM, UHTEpHET HeceT U IpobsieMbl. dTa MaMATKA JIOJDKHA MIOMOYb Tebe
6e30I1aCHO HaXO/IUTHCSA B CETH.

KoMmnproTepHbIE BUPYCHI

KommbloTepHBIII BUpPYyC - OTO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOrpPaMM,
OTJINYUTEIBHON! OCOOEHHOCTHIO KOTOPOU SABJISETCA CIIOCOOHOCTh K pa3MHOKeHHI0. B
ZIOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT IOBPEAUTh WJIM IOJHOCTHIO YHHUUTOXKUTH BCE
datisipl M JaHHBIE, MOJAKOHTPOJIBHBIE II0JIB30BATEN0, OT HUMEHU KOTOpPOro ObLia
3alylieHa 3apak€HHasd IIporpaMmMa, a TakKe IOBPeAUTh WU JaXke YHUUTOXKUTH
OIEpAIMOHHYI0 CHCTeMy cO BceMHu (aisiamMu B IieJloM. B OOJBIIMHCTBE CiIydaeB
pacnpocTpaHAITCA BUPYChI Uepe3 NHTEPHET.

MeToap! 3alIUTHI OT BPEAOHOCHBIX TPOTPAMM:

1. Mcnosnp3yli coBpeMeHHble OllepalliOHHbIe CUCTEMbI, HUMEIOIe CepPhE3HBI YPOBEHD
3aIUTHI OT BPEJOHOCHBIX IIPOTPAMM;

2. TlocrossHHO ycTaHaBiMBai mautH (IU¢POBBIE 3aIIATKH, KOTOPbIE aBTOMATHYECKH
YCTAaHABJIUBAIOTCS C IEJbI0 JIOPAaOTKM IPOrpaMMbl) M JApyrue OOHOBJIEHUS CBOEU
omnepanuoHHON cucTeMbl. CKauMBall UX TOJIBKO C OPUIIMATIBFHOTO caliTa pa3paboTunKa
OC. Ecstu cyIiecTByeT peKUM aBTOMAaTHUECKOTO OOHOBJIEHU I, BKJIIOUH €T0;

3. PabGoTaii Ha cBOEM KOMIIBIOTEPE IO ITpaBaMU I10JIb30BaTEJIA, 4 HE a/IMUHHCTPpATOPA.
ATO HE MO3BOJIUT 6OJ'II)IIII/IHCTBy BPEAOHOCHBIX IIPOrpaMM HHCTAJIJIMPOBATBCA HAa TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDE;

4. Vlcnonb3yii aHTUBUPYCHBIE MPOTPAaMMHBIE IIPOIYKTHI U3BECTHBIX TPOU3BOAUTEJIEN, C
aBTOMAaTHYeCKUM OOHOBJIEHUEM 0a3;

5. Orpanuub GU3NUECKUU JOCTYI K KOMIIBIOTEPY /I/1s1 TOCTOPOHHUX JIUIT;

6. cnosp3yll BHeILlIHME HOCUTeIN UHGOpPMAIUY, Takue Kak ¢Jiemka, JUCK uiu ¢aiin
U3 UHTEPHETA, TOJIBKO 13 NpodepeHHBIX UCTOUHUKOB;

7. He oTkpbIBail KoMHObloTepHBIE (AL, MOJyYeHHblE U3 HEHAJEKHBIX MCTOUHUKOB.
axxe Te (aiyibl, KOTOpbIE MIPUCIA TBOM 3HAKOMBIH. JIyullle yTOUHU y HETO, OTIIPABJIAI
Ji1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BHJ mepenavu JaHHBIX, He TEXHOJIOTHSA, a BCETO JIUIIb OpeH/l, MapKa.
Eme B 1991 romy HuepiIaHACKas KOMIaHUsA 3aperucrpupoBayia 6peny « WECA», uaro
obozHavaso cioBocodyetanne «Wireless Fidelity», xoropeiii mepeBoauTCA Kak
«becrrpoBOHAS TOYHOCT».

Jlo Hamiero BpeMeHM /IolJIa Jipyrasg ab0peBuaTypa, KoTopas fABJAETCA TaKON ke
TexHoJsioruei. Ato abopeBuartypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JJAaHO C HAMEKOM Ha
CTaHJIAPT BbICIIUI 3ByKoBOW TexHuku Hi-Fi, yTo B mepeBojie 0O3HAUaeT «BBICOKAs
TOYHOCTb>.



Jla, GecIuTaTHBI WHTEPHET-AOCTYN B Kade, OTeNIsIX U adpOIopTax sBJISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrme 3SKCOepTbl CUYWUTAKOT, YTO
obmmenocrymabie Wi-Fi ceTu He siBsAI0OTCA 6€30I1aCHBIMH.

CoBetbl 10 6e3011aCHOCTH paboTe B 0OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBowo yinmuHyio umHbopMmanuio uyepe3 obmenocrynHble Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIHU I0CTYIIA, JIOTUHBI U KaKHe-TO HOMEpA;

2. Mcnosp3yit 1 OOHOBJIAN aHTUBUPYCHBIE IPOrPaMMBbI U OpaHamayep. Tem cambIM ThbI
obe3omnacuIb ceds OT 3aKaUYKH BUPYCa Ha TBOE YCTPOKCTBO;

3. IIpu wucnosbpzoBanmu Wi-Fi otrmoun ¢yHknuio «O6muil goctyn Kk daiiam u
npuHTepam». JlaHHasg QYHKOUA 3akppiTa [0 YMOJTYAHUIO, OJHAKO HEKOTOPBIE
MI0JIb30BATEIN AKTUBUPYIOT €€ 1 y/I00CTBa UCIIOIb30BaHUA B paboTe 1in yuebe;

4. He ucnonp3yit nybauunbsiii WI-FI 14 nepezjiaum JIMUHBIX JTAHHBIX, HAIDUMED IS
BBIXO/Ia B COIMAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO I10YTY;

5. Umosb3y# TobKO 3ammuiieHHoe coequHenue dyepe3 HTTPS, a ne HTTP, T.e. mpu
Habope BeO-aapeca BBoAU UMeHHO «https://»;

6. B wmoOwibHOM TestedoHe OTKIOUM GyHKOuo «Ilogkmwodyenme K Wi-Fi
aBTOMaTHuYecKu». He /ommyckail aBTOMaTHYECKOTO MOAKIIOUEHHs YCTPONCTBA K CETAM
Wi-Fi 6e3 TBOero corsacusi.

ConuajipHbIE CETH

ComuasibHbIE CEeTH aKTHBHO BXOJAT B HAIIly KW3Hb, MHOTHE JIIOAU PabOTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTAAP/T YETIOBEK, UTO SIBJISIETCS
OZIHOI CeIbMOU BCeX >KHUTeJied IIaHeThbl. MHOrHue II0JIb30BaTeJM He IMOHUMAIOT, 4TO
nHopManus, pa3MelleHHAas UMHU B COI[UAIbHBIX CETAX, MOXKET ObITh HaWJeHa U
HCIIOJIb30BaHa KEM YTOJHO, B TOM YHCJIE He 00s3aTeIbHO ¢ 6J1arnMu HaMepeHUsIMH.

OCHOBHBIE COBETHI 110 OE30ITaCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYb CHUCOK JIpy3eil. ¥ TeOsi B APYy3bsX HE JODKHO OBITh CIyYalHBIX U
HEe3HAKOMBIX JIIO/IEl;

2. 3amuinan CBOI YacTHYIO Ku3Hb. He ykaseiBall maposu, TesedoOHBI, agpeca, JaTy
TBOETO POXJEHUA € [APYIYyI0 JIMYHYI0 HHQOPMAIUIO. 3JIOYMBIIIJIEHHUKA MOTYT
HCHOJIb30BaTh Jake HH(OpMAIUI0 O TOM, KaK Tbl U TBOW POJAUTENH IUJIAHUPYETe
MIPOBECTU KAHUKYJIBI;

3. 3amuimiai CBOI0 peryTaIuio - EPKU ee B UUCTOTe U 3a7jaBail cebe BOIIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE TT0JIH30BATEN BUJIEJIH, UTO ThI 3arpykaenib? [logymaii, mpex/ie yem
YTO-TO OIyOJIUKOBATh, HATIMICATh U 3aTPY3UTh;

4. Ecsu ThI TOBOPUIIB C JIIOJIbMU, KOTOPBIX He 3Haelllb, He UCIOJIb3yH CBOE peasibHOe
UM U JPYTYIO JINYHYI0 UHPOPMAIU: UM, MECTO KUTEIbCTBA, MECTO YUeObI U IIpOYee;

5. M36eraii pasmemenns pororpaduii B IHTEpHETE, T/I€ T N300paKeH HA MECTHOCTH,
IO KOTOPOU MOKHO OIIPEJIEJTUTH TBOE MECTOIIOJIOKEHUE;

6. ITpu perucrpamnuu B COIMAIBHON CETH HEOOXO0MMO HCII0Ib30BaTh CI0KHBIE TTAPOJIH,
cocrosiyue u3 OykB U udp U C KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 74 conuasibHOM ceTH, MOYTHI U JIPYTUX CAUTOB HEOOXOIUMO UCIIOJIb30BaTh Pa3HBbIE
naposu. Torga ecsiu TebGsA B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH IIOJIy4YaT JOCTYI TOJIBKO K
O/THOMY MECTY, a He BO BCe Cpa3y.

DJIEKTPOHHBIE JIEHbI'U

IJIEKTPOHHBIE JIEHBI'M — 3TO OYeHb YAOOHBIN CIOCO0 TIaTeXel, OAHAKO CYIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIyYUTh 3TH JIEHBTH.

JJIEKTPOHHBIE JE€HBI'M MOSBUJINCH COBCEM HENABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/apcTBax JI0 CUX IIOP He IIPOITHCAaHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHHPYIOT U O HHX YK€ IIPOIMCAHO B 3aKOHE, IJle HX
pas3esIII0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U He aHOHUMHBIE. Pa3HHUIIA B TOM, YTO
AHOHHMHBIE - 5TO Te, B KOTOPBIX paspellaercs IMIPOBOAUTH omepanmuu 06e3
neHTHGUKAIUY T10JIb30BaTeIsA, a B HEAHOHMMHBIX HEHTH(DUKAIUKN I10JIh30BaTEJISA
ABJIAETCSA 00s13aTEJIbHOM.

Takske ciiezyeT pa3jnyarh JIeKTPOHHBIE (puaTHbBIE JeHbrd (PaBHBI TOCY/IAPCTBEHHBIM
BAJIIOTAM) U 3JIEKTPOHHBIE He(prUaTHBIE IeHbIY (He paBHBI TOCYAAPCTBEHHBIM BaJIIOTAM).

OcHOBHBIE COBETHI 110 Oe30IMacHOM paboTe C 3JIEKTPOHHBIMH JIEHbI'aMU:

1. [IpuBskuM K cueTy MOOWIbHBIN TesiedOH. DTO caMbIid yAOOHBIN U OBICTPHINA CIIOCOO
BOCCTAHOBUTB JIOCTYTI K cueTy. [IpuBsa3aHHbIN TesiedOH MOMOXKET, eC/Tu 3a0yelb CBON
IUTATEKHBIN MapOJIb UJIX 3a/IENIh HA CAUT C HE3HAKOMOTO YCTPOUCTBA;

2. Wcnonp3y#l ojiHOpa3oBble maposu. Ilocsie mepexoza Ha YCUJIEHHYIO aBTOPU3AI[UIO
Tebe y:ke He Oy/ieT yrpoKaTh ONAaCHOCTh KPaXKU WJIH TlepexBaTa IJIATeKHOTO MapoJis;

3. Boibepu cioxHBIN maposb. IIpecTymHukam OyZeT He MPOCTO YraZaTh CJIOXKHBIHN
napoJsib. HazexkHble maposiu — 3TO MapoJiv, KOTOPBIE COZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, NU(MPHl U HECKOJIHKO CHUMBOJIOB,
TaKMe Kak 3HaK /10/1apa, GyHTa, BOCKJINIIATeIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAY cBOM JIMYHBIE TaHHBIE HA CAliTaX, KOTOPHIM HE JI0BEPSIEIIIb.
DJIeKTPOHHAA IIOHTA

IJIEKTPOHHASA II0UTa — 3TO TEXHOJIOTUS U IPEIOCTaBJIsIEMbIE €10 YCIYTH I10 TIEPECHLIKE
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPbIe PACIIPEIEIAIOTCS B KOMIIBIOTEPHOM
cetu. OOBIYHO BJIEKTPOHHBIM IIOUTOBBINA SIIUK BBIIVIAAUT CJIEAYIOIMAM 00pa3oMm:
UMsI_II0JIb30BaTEA@UMs_IoMeHa. Takke Kpome Mepeslaqul IIPOCTOr0 TEKCTA, MMEETCS
BO3MOKHOCTb TE€pe/IaBaTh DaiIbl.

OCHOBHBIE COBETHI 110 OE30IMacCHON paboTe C 3JIEKTPOHHOU MOUTOM:

1. Hazo BrIOpaTh MpaBUJIBHBINA TOYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBIA BHIOOD
OecrnyIaTHBIX MOUYTOBBIX CEPBHCOB, OJIHAKO JIy4llle JIOBEPATHh TeM, KOTO 3Haellb U KTO
TIePBBIN B PEUTHUHTE;

2. He yka3piBail B IUUHOU moute JIMUHYI0 uHpopMmaruio. Hanpumep, jydiie BoIOpaTh
«MYy3bIKaJIbHBIN__(haHAT@ » WU «POK2013» BMeCTO «TeMal3»;

3. Mcnosb3y#l ABYXATAITHYI0 aBTOPHU3AIUI0. DTO KOTZ]a IOMHMO MapOoJIsi HY»KHO BBOJUTD
KOJI, TpuchLIaeMblil 110 SMS;



4. Bpibepu CJIOKHBIM TapoJib. JIJIs KaKAOTO IOYTOBOTO SIHKA JIOJKEH OBITh CBOU
HA/Ie?KHBIU, yCTOUYUBBIN K B3JIOMY I1apOJIb;

5. Ecsim ecTh BO3MOXKHOCTh HamucaTh CaMOMY CBOUM JIMYHBIM BOIIPOC, UCHOJIB3YH 3Ty
BO3MO>KHOCTb;

6. VMcrosb3yll HECKOJIBKO IOYTOBBIX ANIUKOB. llepBbIM /11 4acTHONW NEpernucKu C
azipecaTaMu, KOTOPBIM ThI JIOBEPsEIIb. DTO 3JIEKTPOHHBIN aJipec He HaJ[0 UCII0JIb30BaTh
IIpU perucrpanuu Ha Gpopymax U caurax;

7. He oTkpsiBail aiyibl U pyryve BJIOXKEHUS B MHUCbMaX JlaKe ecjId OHU MPHUIIIN OT
TBOUX Jipy3el. JIydille yTOUHH Y HUX, OTIIPABJISAJIN JIU OHU Tebe 3Tu (ailibl;

8. Tlocne okoHuaHUs PabOTHI HA TIOYTOBOM CEPBHICE IEpe]] 3aKPHITUEM BKJIAJIKHA C
catoM He 3a0y/Ib HAXKaTh Ha « BBIATH».

KubepOysIyIMHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystmHr — TIpecsiefloBaHHWE COOOIEHUSMU, COAEPKAIMUMH OCKOpPOJIEHUS,
arpeccuio, 3allyTUBaHWE; XYJIUTAHCTBO; COI[UAJIBHOE OONKOTUPOBAHUE C ITOMOIIBIO
Pa3INYHBIX THTEPHET-CEPBHCOB.

OCHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYUTHHTOM:

1. He Opocaticst B 60M. JIydmmii crioco0: IMOCOBETOBATHCS KaK ce0s BECTH W, €CJTU HET
TOTO, K KOMY MOKHO O0OpPaTUThCSA, TO BHAUAJIE YCIIOKOUTHCS. ECiu T HAUHEITh OTBEYATh
OCKOPOJIEHUSMHU HA OCKOPOJIEHHSA, TO TOJBKO ellle OOJIbIIE PA30XKIKEITh KOHDIIUKT;

2. YpaBJisAi cBoed KnOeppeIyTamyei;

3. AHOHUMHOCTh B CE€TH MHHUMAas. CymeCTBYIOT CIT0COOBI BBIACHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He cTouT BecTu XyJIMTaHCKHUI 00pa3 BUPTYAJIbHOU KU3HU. FIHTepHET (UKCHUPYET BCE
TBOM JIEUCTBUS U COXPAHAET UX. YJIAIUTh UX OyZleT KpailHe 3aTPYHUTEIHHO;

5. Cobuttoziait cCBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. WrHopupy#d eauHUYHBIA HeraTuB. OHOpa30Bble OCKOPOUTESbHBIE COOOIEHUS
JIydllle UTHOPUpPOBaTh. OOBIYHO arpeccus MpeKkpaliaeTcs Ha HaUYaJIbHOU CTa/IUH;

7. baH arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B COITUATbHBIX
CETAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOIIEHUH C OIIpe/IeJIEHHBIX a/IPECOB;

8. Eciu THI cBuaeresns KubepOysutnHra. TBOM JEHCTBUS: BBICTYIUTH IIPOTHUB
mpecjefoBaTesisi, IIOKa3aTh €My, UYTO €ro JIEHCTBUsS OIIEHUBAIOTCS HETaTUBHO,
MIOZIEP?KATH JKEPTBY, KOTOPOH HYKHA IICHUXOJIOTUYECKAS IOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCUBHOTO MOBEJIEHUS B CETH.

MobubHBIH TeedOoH

CoBpemenHble cMapTGOHBI H IUIAHIIETHl COAEPKAT B cebe BIIOJHE B3POCJIBIHI
(dyHKIMOHAS, ¥ Temephb OHU MOTYT KOHKypPHUPOBaTh €O CTAaIl[MOHAPHBIMH
KomIbioTepamMu. OJIHAKO, CPEICTB 3AIUTHI JJIs MMOJIOOHBIX YCTPOMCTB ITOKA OUE€Hb MaJIO.
TecTupoBaHUe U MOUCK YA3BUMOCTEH B HUX IIPOMCXOJIUT HE TaK UHTEHCUBHO, KaK JJIA
ITK, To ke camoe KacaeTcs U MOOWIbHBIX IPUJIOKEHUH.



CoBpeMeHHbIE MOOUWJIbHBIE Opay3ephl YK€ MPAKTUYECKH JIOTHAJIU HACTOJIbHbIE
aHaJIOTH, OJTHAKO paclIiupeHue PyHKIIMOHAIA BJIeYeT 32 COOOM OOJIBIIYIO CJIOXKHOCTD U
MEHBIIIYIO 3aIUIIIEHHOCTb.

Jlanexo He Bce IPOU3BOJIUTENH BBIILYCKAIOT OOHOBJIEHU A, 3aKPHIBAIOIIE KPUTUYECKE
YA3BUMOCTH JJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /17151 6€30MaCHOCTH MOOMJIBHOTO TeyieoHa:

1. Huuero He sABsAETCA MO-HACTOAIIEMY OecIIaTHBIM. By/ib OCTOpOXKeH, BeAb KOraa
Tebe mpesIaraloT 6ecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO IJIATHBIE
YCIyTH;

2. Jlymaii, mpexjie uem otupaButh SMS, ¢oTo wiu Buzeo. Thl TOYHO 3HAEITD, T/IE OHU
OyZyT B KOHEUHOM UTOTE?

3. HeobOxomumo 06HOBIIATE ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHa;
4. Victioib3yit aHTUBUPYCHBIE IIPOTPaMMBI JIJIsI MOOMJIBHBIX TeIe(POHOB;

5. He 3arpy)1<a1‘/’1 IIPUJIOKEHHA OT HEM3BECTHOT'O NCTOYHHUKA, BEAb OHU MOTI'YT COAEPKATb
BpE€AOHOCHOE IIpOTrpaMMHO€E 06ecnequI/Ie;

6. ITocsie TOTO Kak ThI BBIUJIEID C CAiTa, I/l BBOJWJI JINUHYIO HH(pOPMAIHIO, 3ai/IN B
HACTPOUKHM Opay3epa | yaau cookies;

7. Ilepmoaruecku IpoBepAl KaKue MJIaTHbIe YCIIyTU aKTUBUPOBAHBI HA TBOEM HOMeEDE;

8. JlaBaii cBOM HOMEpP MOOMJIBHOTO TejlehOHA TOJIBKO JIIOASM, KOTOPBIX Thl 3HAEIb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth mosmxeH OBITH BBIKJIIOYEH, KOT/JAa Thl UM He IOJb3yelrbcsa. He 3a0biBaii
WHOT/Ia IIPOBEPATH 3TO.

Online urpsor

CoBpeMeHHble OHJIAMH-UTPBl - 3TO KpacOuHble, 3aXBaTbIBAWOIIUE pa3BJedYeHUs,
00beINHAIONINE COTHU THICAY YeJIOBEK 10 BceMy MUpY. ITpoKu UCCIeyIoT JaHHBINA UM
MHp, O0WIAIOTCA APYT C JIPYTOM, BBITIOJHAIOT 33J]JaHUs, CPAKAIOTCA ¢ MOHCTPAMHU U
MOJIy4alOT OIBIT. 3a Y/Z0BOJBCTBHE OHU IUIATAT: MOKYIAKOT [JUCK, OIJIAYMBAIOT
a0OHEMEHT WJIU TPUOOPETAI0T KaKKUe-TO OMIHH.

Bce sTtu cpezcrBa uayT Ha IOAJep:KaHME M pa3BUTHE UIPHI, a TaKKe Ha camy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPU3AIHH, BBIITYCKAIOTCA HOBBIE MTATUHN
(rmudpoBble 3aMIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX HUrpax CTOUT oOracaTbCA HE€ CTOJIbBKO CBOHX COIIEPDHHKOB, CKOJIBKO KpPaXXH
TBOETO I1apo0Jid, Ha KOTOPOM OCHOBaHa CHUCTE€EMa aBTOPHU3allNU OOJIBIIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 OE30ITACHOCTH TBOETO HI'POBOI'0 aKKayHTa:

1. Ecstm ipyroii urpok BeieT cebs1 II0X0 WK co3/AaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€r0 B CITUCKE UTPOKOB;

2. HO)I{a)ny/'ICﬂ AAMUHHUCTpATOpaM HWI'Pbl Ha IIJIOXO€ IIOBE€JAEHHE OTOI'0 HUI'PDOKAa,
JKEJ1aTECJIbHO IMIPUJIOXKUTD KAKHE-TO JOKA3aTE/IbCTBA B BUAC CKPDUHOB;

3. He ykazpiBaii 1nuHyo nHGOPMAIUIO B Tpodaiisie Urpsl;



4. YBaxkaul Ipyrux y4YaCTHUKOB 110 UTPE;
5. He ycranaBimBali HeopunajibHble IaTYU U MOJIBI;
6. Mcnoyip3yl c10:KHBIE U Pa3Hble 1apOJIN;

7. JJa’xke BO BpeMs UTPHl HE CTOUT OTKJIIOYATh aHTUBUpYC. Iloka THI uUrpaemib, TBOU
KOMIIBIOTED MOTYT 3apa3UTh.

OUIIUHT UJIN Kpaxa JIMYHBbIX JaHHbIX

OObIUHON Kpakel JeHer U JOKYMEHTOB CETOAHsS y:Ke HUKOTO He YAUBUIIb, HO C
pa3BUTHEM UHTEPHET-TEXHOJIOTUU 3JI0YMBIIUJIEHHUKHN IEPEMECTUINCh B UHTEPHET, U
MPO/IOJIKAIOT 3aHUMATHCSA «JIIOOUMBIM» JI€JIOM.

Tak mosiBUIach HOBasi yrpo3a: HHTEPHET-MOIIIEHHUYECTBa WX (QUIITUHT, TJIaBHASA 11€JTb
KOTOPOTO COCTOUT B TMOJYyYEHWH KOHDHUAEHIIMAIbHBIX JaHHBIX II0JIb30BaTeIed —
JIOTUHOB ¥ napoJieii. Ha anriuiickom sizbike phishing unraercs kak ¢pumwunr (ot fishing
— pBIOHAsA JI0BJIA, password — HapoJib).

OCHOBHBIE COBETHI 110 60pbOE ¢ GUITUHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. Ecji ThI IOJO3peBaelllb, YTO TBOs aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHPOBATh €€ 1 COOOIUTh a[MHHUCTPATOPaM pecypca
00 5TOM KaK MOKHO CKOPEE;

2. Hcnosb3yii Oe3omacHble BeO-CaWThl, B TOM YHCJIE, HHTEPHET-Mara3muHoOB U
MTOMCKOBBIX CHCTEM;

3. Ucnonp3yii ciiokHBbIE U pa3Hble naposiau. Takum ob6pas3oMm, ecau TeOA B3JIOMAIOT, TO
3JIOYMBIIJIEHHUKH II0JIy4aT JOCTYII TOJIBKO K OZJHOMY TBOeMy IPO(MUIIIO B CeTH, a He KO
BCEM;

4. Ecyin Tebs1 B3y10MaIIH, TO HEOOXOAUMO IPEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOs B JIPY3bsX, O TOM, UTO TeOs B3JIOMaJIM M, BO3MOXKHO, OT TBOETO
“MeHU OyJIeT pacchLIaThCA CIIaM U CChUJIKU Ha (DUIITMHTOBBIE CAUTHI;

5. YcraHoBH HajieskHbIN 1apostb (PIN) Ha MOOMIbHBIN TenedOoH;
6. OTKIIOUH COXpaHEeHHUeE MapoJis B Opaysepe;

7. He oTkpeiBail ¢aiyibl U ApyTrUe BJIOKEHUSA B MHUChMAaX JaXke eCjIM OHU NPUIILIU OT
TBOUX ZIpy3eit. JIyuliie yTOUHU y HUX, OTIIPABJISIIN JIU OHU Tebe 3TU hailybl.

[Mudposas penyranus

[Mudposas permyranus - 3TO HETATUBHASA WU IMO3UTUBHAS WHQOpMAIUs B ceTH o Tebe.
Kommpomerupyromas uHdopMaiys pasMelleHHas B UHTEPHETE MOXKET CEPHE3HBIM
00pa3oM OTpa3UTHCSA Ha TBOEH peasbHOU ku3HU. «[{udpoBasa pemyranus» - 3TO TBOU
UMUK, KOTOPBIX (popMupyeTcs 3 nHGopmanuu o Tede B MHTEPHETE.

TBoe MeCTO JKUTEJIbCTBa, y4ueObl, TBOe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTU
XapakKTepa 1 PaccKasbl 0 OJIM3KHX - BCE 9TO HAKAILJIMBAETCA B CETH.

MHor1e NOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJTUKAIIMH JINYHOU HHDOPMAIIUH B
HHTepHeTe, HEe MOHUMAsA BO3MOXKHBIX MOCJIeACTBUI. ThI Jlake He CMOXKEIIlb JJOTafaThCs
0 ToM, uTO poTorpadusi, pasMeIleHHas 5 JIET Ha3a/l, CTajla MPUYUHOU OTKa3a MIPUHSITH
Tebs1 Ha paboTy.



KommenTapuu, pasmemieHue TBoux Qotorpaduii u Apyrue AeUCTBUSA MOTYT He
HWCUE3HYTh Jla’Ke TOCJIe TOT0, KaK Thl UX YAAJIHINb. Thl He 3HAEIb, KTO COXPAHUJ 3Ty
nHpoOpManuoo, IomMajga JU OHA B TOWUCKOBBIE CHCTEMBI U COXpPaHWIACh JIU OHA, a
[JIABHOE: UTO MOJyMalT O Tebe OKpyKalolee JIIOAN, KOTOPble HAUAYT U YBUJIAT 3TO.
Hatitn nHpOpMaInu MHOTO JIET CITYCTsI CMOXKET JIF0O0H - KaK U3 J0OPBIX MOOYKAEHUH,
TaK ¥ ¢ HAMEPEHNEM MPUUYUHUTH BPeZ. ITO MOKET OBITH KTO YTOTHO.

OCHOBHBIE COBETHI 110 3aIIUTe MUMPOBON pemyTaIuu:

1. [Tomymai, mpexze ueM 4TO-TO IIyOJIMKOBAaTh U IEpefaBaTh y ceOsa B Osiore WiId B
COITUAJIbHOM CETH;

2. B HacTpolikax mpoduis yCTaHOBU OTPAaHUUYEHUS Ha IIPOCMOTP TBOETO MPOMUIISA U €TO
COJIEP>KUMOTO, C/IeJIal €r0 TOJIBKO «JJIsl IPY3€ei»;

3. He pasmernaii u He ykasbiBai HHGOPMAIHUIO, KOTOPas MOXKET KOTro-JI100 0CKOPOJIATH
WJIA OOUKATD.

ABTOpCKOE TPaBO

CoBpeMeHHBble IIKOJIBHUKHU- AaKTUBHBIE II0JIb30BAaTEIU IUMPOBOrO IIPOCTPAHCTBA.
OpHako Jlajieko He Bce 3HAIOT, YTO I10JIb30BaHNE MHOTUMU BO3MOKHOCTAMY IU(PPOBOTO
Mupa TpedyeT coOTI0EHN ITPaB HA NHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTb.

TepMUH «UHTEJUIEKTyaIbHAsI COOCTBEHHOCTh» OTHOCHUTCS K PAa3JIUYHBIM TBOPEHHAM
YeJIOBEUECKOTO0 yMa, HayMhHas C HOBBIX H300peTeHHMi U 3HAKOB, 0003HAYAOIINX
COOCTBEHHOCTh HA MPOJYKTHl U YCJIYTH , U 3aKaHYWBas KHUTaMH, (oTorpadpusmu,
KUHODMIbMaMU U My3bIKQJIbHBIMU TPOU3BENEHUSIMU.

ABTOpCKHe IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAIbHYI0 COOCTBEHHOCTh Ha ITPOU3BEE€HHUS
HAyKH, JINTEPATYPbl U MUCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KayeCcTBe TapaHTUH
TOTO, YTO UHTEJJIEKTYAIHbHBIN/TBOPUYECKUU TPY/ aBTOpPA He OyAeT HAaIIPpACHBIM, JIACT EMY
CIIpaBE/ITMBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yJsbTaTaX CBOEro TPyZa, ITOJIyYUTh
W3BECTHOCTh U Mpu3HaHue. HukTo 6e3 paspereHus aBTopa He MOKET BOCIIPOU3BOIUTD
€ro IpOU3BeJIeHHe, PACIPOCTPAHATh, IMYyOJUYHO J€MOHCTPHPOBATh, IIPOJABaTh,
WMIIOPTUPOBATh, IIyCKAaTh B IPOKAT, IyOJUYHO HUCIOJIHSATH, ITOKA3bIBATh/UCIIOJIHATH B
adupe win pazmerniath B IHTEpHETE.

Hcnonp30Banue «IINPATCKOTO0» IIPpOIpaMMHOI'O obecIieyeHUsT MOYKET IIPUBECTU K
MHOTHM pHCKaM: OT IIOTEPH JAJAaHHBIX K TBOMM aKKayHTaM [J0 6JIOI(I/IpOBKI/I TBOETO
YCTpOIL/'ICTBa, rae YCTaHOBﬂeHHBIﬁ He JieraJIbHaAd IIporpaMmMa. He crout Takxke 33.6BIBaTI),
YTO CYLIECTBYET JIeraJIbHbIE 1 OecrtaTHbBIE IIporpaMmbl, KOTOPbIE MOKHO HalTH B CETH.

O noptane

CereBUUOK.pd - TBOU IVIAaBHBIM COBETUYMK B CETU. 37leCh Thl MOXKeIllb Y3HATh O
0e30ITaCHOCTH B CETH IOHATHBIM M JOCTYIIHBIM SI3BIKOM, a IIPU BO3HUKHOBEHUU
KPUTHYECKOU CHUTyallud OOpaTUThCA 3a COBETOM. A TakKe NPUHATH yJacTHe B
KOHKYpPCaxX U CTaTh CAMBIM IIU(PPOBBIM I'PAXKIAHUHOM !



